ITI Computer Operator and Programming Assistant (Python)
Module 14 Cyber Security

(1). Which type of offence is consider for tampering with computer source documents? |

R T STHRIHCH & ATY BSOTS BT {hd UPR BT SURTY HIHT STl 82
(A) Bailable | STHTTCI

(B) Non-bailable | ¥ STHT

(C) Non-cognizable | TR T

(D) No punishment wihtout law | BT & fa=T IT AT

Correct Answer : B

(2). Which crime involves the use of computer networks to create, distribute or access

materials that sexually exploit underage persons? | W URTHY B FH PIA P ﬁl'l'{ Tt
P g1, faafva #3191 STINT 1 & AT Fuger Aead & STURT H B9 A SuRTY
M 2

(A) Assault by Threat | E'Flﬁa‘?f YD
(B) Cyber squatting | W'\@?‘ﬁ'ﬁ
(C) Cyber vandalism | Wm
(D) Child pornography | CIGRIE IRV

Correct Answer : D

(3). Which is the cyclic practice for identifying and classifying and then solving the

vulnerabilities in a system? | RIeeH # STl $f Uga S aﬁ?mﬁwaﬂﬁ 3R
R ga v & g I g ST S AT R?

(A) Bug protection | YR
(B) Bug bounty | T I[N
(C) Vulnerability measurement | GevRfdferd | ASiRAC



(D) Vulnerability management | geRfgfad AAsHe

Correct Answer : D

(4). Which of the following is not a cybercrime? | ﬁyﬁr@aﬁﬁaﬁqwmﬂﬁ%
(A) Denial of Service | '\ﬂﬂT?ﬁIFITs:

(B) Man in the Middle | St TeTT SAfaR

(C) Malware | ATAWR

(D) AES

Correct Answer : D

(5). Who is the father of computer security? | WW% NECd ﬁq% ?
(A) August Kerckhoff's

(B) Bob Thomas

(C) Robert

(D) Charles

Correct Answer : A

(6). What is called protecting data from online attacks, deletions, malwares? | TIg

g, fSdle, ATadaR A STT &1 Y& &I T H§T ATdl 82
(A) Physical security | fOfoT @ e

(B) Cyber security | HTSER &M

(C) Cyber attack | HISAR gHAT

(D) Virus | dTgXd

Correct Answer : B



(7). What is called the collective terms of malicious software, such as viruses, worms and

trojans? | GUTGAITYUT AITEAUR & ATYRP W] I T BT AIdT 8, S araRy, T 3R
cIe?

(A) Spam | €H
(B) Phishing | FOBTRITT
(C) Malware | HTATR
(D) Harm | BTH

Correct Answer : C

(8). Which of the following act violates cyber security? | fFafafaa A @ o A rfufrgw
TSR & BT Ie° Bl 82

(A) Exploit | TGS

(B) Attack | 3IeH

(C) Threat | 9T

(D) Vulnerability | FeRfaferd

Correct Answer : B

(9). How many types of groups are available in active directory? | Eﬁamﬁ'&ﬁﬁmﬁ
TPR & YUl SUT 82

(A) 2

(8) 3

(C) 4

(D) 5

Correct Answer : A

(10). What does SSL stand for .| SLPTHT G{Qf%
(A) System Socket Layer

(B) Super User System Login



(C) Secure Socket Layer
(D) Secure System Login

Correct Answer : C

(11). What is called periodic assessment of security vulnerability in computer system? |

SR YUITelt W GRET WAl o1 Taf s Gedie 1 3?
(A) Threat | 3¢

(B) Attack | 3e®

(C) Hacking | gfdT

(D) Security audit | &I 3HifSc

Correct Answer : D

(12). Which of the service is a shared information infrastructure for locating, managing,
administering and organizing common items and network resources? | P It afdg o1

3MEeRT 3R Aead RHIT & T=ITHT 3R TAIS & Y= T a1 v & Rig g
IS FTGETHIA SHRIRR &2

(A) Directory server | ST Jav

(B) Directory services | ST gfdas

(C) Active Directory | mgﬂﬁﬂfﬁ

(D) Directory Management | ST AAAT

Correct Answer : B

(13). What is called the unauthorized control/ access over the computer system and destroys

the data? | PR RIFeH W SFRIGd (U= / Thd & T T 8T SITa1 § MR SeTHI A%
P AT R?

(A) Defamation | 'FI'FI?Tﬁ
(B) Carding | PIfST
(C) Hacking | %ﬁ?ﬂ



(D) Cyber - stalking | WET%‘T

Correct Answer : C

(14). What is the penalty for destroying computer source code? | W id P18 Bl Y
P BT 4S T Q?

(A) Three yrs. imprisonment or 5 lakh Rs. or both | o I FRTEMN 9T 5 ARG UL YT

R

(B) Three yrs imprisonment or 1 lakh Rs. or both | ?ﬁqmﬁaﬁ%mwmw SYdr

g

(C) Two yrs imprisonment or 2 lakh Rs. or both | a‘rwaﬁ%ma‘rm? GRHTE-#I-T
(D) Three yrs imprisonment or 2 lakh penalty or both | ?ﬂqwaﬂ%ma’rm\a’qﬁ

1 gl

Correct Answer : D

(15). Which method go through all the files or network elements with an intention to detect

something unusual? | S SHTHT BT YT T & 0S¢ A B4 4t faftr it wrsai o
Aead Uferdey & ATy | S 82

(A) Probing | TIfaRT
(B) Phishing | FO6TRITT
(C) Infecting | SBTFET
(D) Scanning | TPT=IT

Correct Answer : D



