ITI Computer Operator and Programming Assistant (Java) 1st
Year Module 14 Cyber Security

(1). Which of the service is a shared information infrastructure for locating, managing,
administering and organizing common items and network resources? | 1 gt afdg o1

3MgeRI 3R Aead RHITS & T=ITHT 3R IS & YU &1 dl a & g v
IS STETHI SRR &2

(A) Directory server | ST v

(B) Directory services | ST gidas

(C) Active Directory | mmﬁ'&

(D) Directory Management | ST AAAT

Correct Answer : B

(2). What does SSL stand for .| SLPTHT 3{2]:%
(A) System Socket Layer

(B) Super User System Login
(C) Secure Socket Layer
(D) Secure System Login

Correct Answer : C

(3). What is the penalty for destroying computer source code? | W'ﬁﬁﬁ BIS Bl Iy
P BT S8 T E?

(A) Three yrs. imprisonment or 5 lakh Rs. or both | oI I FRIAT 971 5 AR $UY 3Yal

R

(B) Three yrs imprisonment or 1 lakh Rs. or both | ?ﬁqmaﬁ%mwmw SYdr

g

(C) Two yrs imprisonment or 2 lakh Rs. or both | a‘rmﬁ%ma‘rm 3. G{Wﬁ



(D) Three yrs imprisonment or 2 lakh penalty or both | ?ﬂqmﬁ%maﬁmgﬂﬁ

1 gl

Correct Answer : D

(4). What is called the collective terms of malicious software, such as viruses, worms and

trojans? | GUTGFITYUT ATTRAUR & ATYRP W] I FT BT AT 8, S araR, T 3R

?

(A) Spam | TH
(B) Phishing | TR
(C) Malware | AT
(D) Harm | BTH

Correct Answer : C

(5). Which of the following is not a cybercrime? | ﬁ?ﬁf@ﬁﬁﬁaﬁﬂmaﬁaﬁmqﬁ%’
(A) Denial of Service | ﬁiﬂiﬁ:ﬁ'li

(B) Man in the Middle | 4 arar aafed

(C) Malware | AdATR

(D) AES

Correct Answer : D

(6). What is called protecting data from online attacks, deletions, malwares? | TS

g, foeiie, ATaaaR A STT B YREMT B FT HT SIdl 82
(A) Physical security | fofoT @ e

(B) Cyber security | HTSEY JR&IT

(C) Cyber attack | HTSER GHAT

(D) Virus | AIgXH

Correct Answer : B



(7). Which type of offence is consider for tampering with computer source documents? |

R O STHRIHCH &A1Y BSOTS BT fhd UPR BT SURTY HIHT STl 82
(A) Bailable | STHTTCI

(B) Non-bailable | ¥ STHT

(C) Non-cognizable | TR T

(D) No punishment wihtout law | BT & fa=T T AT

Correct Answer : B

(8). Which of the following is defined as an attempt to steal, spy, damage or destroy
computer systems, networks, or their associated information? | ﬁl’ﬁ'ﬁf@?{ 'J}I ﬁ ﬁ TJFUET
Rieew, Aead a1 319 Jafd TFSRI B IR, TR H=4, &R H3 a1 98 H
& WA & FU § ufeuiye far mar g2

(A) Cyber attack

(B) Computer security
(C) Cryptography

(D) Digital hacking

Correct Answer : A

(9). Which of the following act violates cyber security? | Frafataa H @ o A rfufergw
TSR TR&T BT Ied Bl 82

(A) Exploit | TaUwAISE

(B) Attack | 3¢

(C) Threat | U<

(D) Vulnerability | Gea¥faferct

Correct Answer : B



(10). How many types of groups are available in active directory? | mmﬁﬁﬁﬁ
UPR & Ul SUAR 872

(A) 2

(B) 3

(C) 4

(D) 5

Correct Answer : A

(11). Which is the cyclic practice for identifying and classifying and then solving the

vulnerabilities in a system? | RIeeH # STl $f Uga= S aﬁ?mﬁﬁaﬂﬁ 3R
R 5 HA & g as g saE S AT R?

(A) Bug protection | YR

(B) Bug bounty | T ISt

(C) Vulnerability measurement | Wﬂﬁ@?
(D) Vulnerability management | TJeRfdfed ARede

Correct Answer : D

(12). What is called periodic assessment of security vulnerability in computer system? |

SR YUITelt W GRET W1 BT Taf s Gedis 1 8?
(A) Threat | 9€

(B) Attack | 3e®

(C) Hacking | gfdT

(D) Security audit | &I 3HifSc

Correct Answer : D

(13). Who is the father of computer security? | Wﬁﬁzﬁﬁﬁ & S P DI % ?
(A) August Kerckhoff's

(B) Bob Thomas



(C) Robert
(D) Charles

Correct Answer : A

(14). What protocol is the active directory database based on? | E%Hmiaeﬂéaﬁ'\q
e dicioia R smeTfea 82

(A) LDAP
(B) TCP
(C) saL
(D) HTTP

Correct Answer : A

(15). Which method go through all the files or network elements with an intention to detect

something unusual? | WWWWW%@%@@??ﬁﬁﬁ:mﬁmm
Aead Uferdey & ATy | S 82

(A) Probing | TIfaRT
(B) Phishing | FO6TRITT
(C) Infecting | SBTFET
(D) Scanning | THT-AT

Correct Answer : D



